Subject: MNMpeaynpexaeHne 06 oNacHOCTM NpU NCNOMNb30BaHUM UHTEPHET-PECYpPCa B pEXMME
«OHManH») 1 BaxkHas UHopmaLms

YBa)aemble cembu!

BaHKyBepCKuUin LLIKONbHbIA paioH NnpunaraeT BCe CUIbl K TOMY, 4TOObl NpeaoCTaBNsATb CEMbSAM
Ba)kHY0 MHpOpMaLMIo, 3aTparmBatoLyto yyawmxcsa. Mbl nonyyumnm Bbi3biBatoLLee TpeBory
obbaBneHune cnyxobl obwectseHHoM 6e3onacHocTn PBP Cuatna, KoTopoe npeaynpexgaeT
HaceneHne o0 NponaraHaUPYLLUX HACUIME N KECTOKOCTb AENCTBUSAX MHTEPHETHbIX rpynmn,
HaLeNeHHbIX Ha MONMOAEXb MU NOAPOCTKOB, KOTOPbIE NMOSL3YHTCA CoLUManbHbIMM CETAMU U
APYrMMY NyGnNnYHbIMK NNaTopMaMm Ha MHTEPHETE. Y Hac HET CBEAEHMI O KakUX-nnmbo
MECTHbIX UHUMOEHTAX, HO Mbl XOTUM NOAENUTBLCS C BaMU 3TON MHpopMaumen ans Toro, 4Tobbl
poOOUTENN HALLMX YYEHMKOB 3HANM O NPOMCXOAALLEM M ObINM NOATrOTOBMNEHbI K NPOBEAEHNIO
BaXkHbIX NpodhmnakTnyecknx deceq co CBOMMM AeTbMU, N YTOObI BCE Oblfi 03HAKOMIIEHbI C
OonacHbIMW NpMU3HaKaMu, CBA3AaHHLIMU C aHHbIMW PUCKOBAHHLIMU AENCTBUAMMN.

CornacHo nHgopmauum OEP gencreus rpynnmupoBkM, KOTOpas UMEEeT MHOXECTBO Ha3BaHUM
(676, 764, CVLT, Court, Kaskar, Harm Nation, Leak Society n H3Il) HaueneHbl Ha
HEeCOBEpPLUEHHONETHUX, KOTOPbIE ABMAIOTCS NOMb30BaTENAMN NMEIOLLMXCSA B NYyOIMYHOM
AocTyne nnatgopM, Ha KOTOPbIX MOXHO NOCbINaTb COOOLEHNS; 3Ta rpynna BblHYy>X4aeT
NoapOCTKOB 3anncaTb Ha BUAEO UMW HaNpPAMY TpaHCNUpoBaTb AENCTBUSA MO NPUYNHEHUIO
cebe Bpeaa, YneHoBpeANTENLCTBA, a Takke caenaTtb Matepuansl, AeMOHCTpUpYoLme
CceKkcyanbHOe Hacunmne Hag getbMu. 3aTem 3TOT BUgeomaTepuarn pacnpocTpaHaeTcs cpeam
YIEHOB FPYNNUPOBKM C LeNbio fanbHENLIEro NPUHYXOEHMS U OCYLLECTBIIEHNS KOHTPONS.

B 3aperncTpnpoBaHHbIX Criydasax Takux 4eNCTBUN MULLEHBLIO 3TUX FPYNMUPOBOK ABAAIOTCA
NoAPOCTKM B Bo3pacTe OT 8 Ao 17 neT, B YaCTHOCTM Monoaéxb B rpynne LGBTQ+, pacosble
MEHbLLUMHCTBA, a TakKke NoApPOCTKN, UMEOLLME NCUXMYeckne Npobnemsl, Takme Kak Aenpeccus u
MbICIM O camoybuincTee.

BaxHas nHcdopmauus ans cemeun
e [lobecenynTe co CBOMM peBEHKOM (OeTbMU) O HaNMUMe B UHTEPHETE, OHNanH Taknx
rPynnMpPOBOK M HAaCTOATENbHO NMOCOBETYMNTE CBOMM AEeTsIM cobniogaTb OCTOPOXHOCTb,
KOra OHW BbICTaBNAT poTorpadun, BUAEO UK APYTYIO0 MAEHTUDULMPYIOLLYIO NX
MHdopMaLnIo B coumarnbHbIX CETSX, HA canTax 3HAaKOMCTB UIn Apyrnx canTax B
nHTepHeTe. OnybnukoBaHHLIE B LUMPOKOM OOCTYMNE n306paeHns n BUgeo B codeTaHnm
C TEXHOJTIOTMYECKUMM KOMIMbIOTEPHBIMU AOCTUXKEHUAMUN NPEOOCTABNAOT NIOASAM,
UMEILLNM LENbIO NPUYMHUTBL KOMY-NMGO Bpea, BuaeomaTepumarn ¢ NOMOLLbI0 KOTOPOro
OHW MOTYT 3KCMNNyaTUpPOBaTb MOMOAEXb U COBEPLUATL KPUMUHATNBbHbIE AEUCTBUS.
e KoHTponupyiTe, 3aHATUA BaLUMX AeTeN OHNManH 1 obcyxganTe ¢ HUMU PUCK, CBA3AHHBIN
npeaocTaBneHneM NIMYHOM MHPOPMALIMN B UHTEPHETE.
e BHumMaTenbHO 03HaKOMbTECH C MPM3HAKaMX YNEHOBPEeaMTENLCTBA U/UMN MbICAEN O
camoybuinctee n npegoctaBbTe peO6EHKY HEMEANEHHYIO NOOAEPXKKY.
o BHe3anHble n3ameHeHNsa NnoBeaeHWs1, 3aMKHYTOCTb, Nepenagbl HACTPOEHMS,
rPyCTb, TOCKa UM pas3gpaXMTeNbHOCTb
o BHe3anHble n3ameHeHNsa BHELLIHOCTU, 0COBEHHO, ecnn pebEHOK nepecTtan
cneanTb 3a CBOMM BHELUHUM BUOOM.
o Peb6é&Hok 3abpocun nobrmble 3aHATUA Unu ctan bonee 3amMKHYTbIM U
N30MMPOBaHHbIM.
o LWpamsbl, KOTOpbIe YacTo caenaHbl No onpeaenéHHoMy LWabnoHy



o Cexue nopesbl, LapanuHbl, CUHSAKK, Cneabl YKYCOB, OXOMM Ui Apyrue paHsbl.
o PebGE&HoK HoCKT oaexay C ONMHHBIMWU pyKaBamun unu Gprokn B XKapKyto noroay.
o PebBE&Hok yrpoxaeT coBepLUMTb CaMOYBUINCTBO M OTKPLITO FOBOPUT O CMEPTU UK
O TOM, YTO OH(-a) HUKOMY He HY>XHbl.
= Resource: Preventing Suicide: A Toolkit for High Schools
= Resource: American Foundation for Suicide Prevention
e Bbl MOXeTe npounTaTb NOSMHbBIA TEKCT OOBSBNEHUS CNYXObl 0OLLECTBEHHOM
Bes3onacHocTn PBP, a Takke 03HAaKOMUTLCS C pecypcamm Mo BonNpocamMm MHTEPHETHOMN
©e30nmacHOCTK, KOTOpPbIE MMEIOTCS B HALLMX LLKOMax, Ha canTte VPS website.

Ecnu Bam unu Bawemy pebéHKy HykHa NoMOoLLb, NoXxanyncra, obpalluantechb K AMPEKTopY,
COBETHUKY Unu nobomy coTpyaHuKy Baluen LWKorbl, 1 Mbl NPUITOXUM BCE CUIbl, YTOObI
npegocTaBuTb Bam COOTBETCTBYOLLME LIKOMbHbIE UM MECTHbIE PECYPChI.
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Subject: Online Safety Alert and Awareness
Dear Families,

Vancouver Public Schools is committed to keeping families informed about important
information impacting students. We have received a concerning public service announcement
from the Seattle FBI, warning communities about violent online groups targeting young people
on social media and other public platforms. We are not aware of any local incidents, but we
wanted to share this information so our parents are also aware and prepared to have important
preventative conversations with their children, and familiar with the warning signs that are
associated with this risk.

According to the FBI, the group, which goes by many names (676, 764, CVLT, Court, Kaskar,
Harm Nation, Leak Society, and H3ll) targets minors on publicly available messaging platforms
and extorts them into recording or live-streaming acts of self-harm or producing child sexual
abuse material. This footage is then circulated among members to further coerce and exert
control.

In reported cases, the groups target young people between the ages of 8 and 17, specifically
LGBTQ+ youth, racial minorities, and young people who are impacted by mental health
challenges like depression and suicidal ideation.

Awareness for Families

e Talk with your student(s) about the presence of these groups online and urge them to be
cautious when posting photos, videos, or any identifying information on social media,
dating apps, or other online sites. Publicly posted images and videos combined with
advancements in technology provide people intending to cause harm with a supply of
content to target and exploit young people and foster criminal activity.

« Monitor the online activity of young people and discuss risks associated with sharing
personal information online.

e Understand the warning signs of self-harm and/or suicidal ideations and provide
immediate support.


https://store.samhsa.gov/product/Preventing-Suicide-A-Toolkit-for-High-Schools/SMA12-4669
https://afsp.org/
https://vansd.org/internet-safety-resources/

Sudden behavior changes such as becoming withdrawn, moody, or irritable.
Sudden changes in appearance, especially neglect of appearance.
Dropping out of activities and becoming more isolated and withdrawn.
Scars, often in patterns.
Fresh cuts, scratches, bruises, bite marks, burns, or other wounds.
Wearing long sleeves or pants in hot weather.
Threatening suicide and openly talking about death or not being wanted or
needed.
= Resource: Preventing Suicide: A Toolkit for High Schools
= Resource: American Foundation for Suicide Prevention
e You may read the full public service announcement from the FBI and also review the
internet safety resources available in our schools on the VPS website.
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If you or your child needs support, please reach out to your student’s school Principal,
Counselor, or any school staff and we will do our best to connect you to appropriate school or
community resources.


https://store.samhsa.gov/product/Preventing-Suicide-A-Toolkit-for-High-Schools/SMA12-4669
https://afsp.org/
https://vansd.org/internet-safety-resources/

